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editorial

Dear coIIeagues

It's now nine months since the new
Safety, Security, Quality department
was created. Nine months of inten-
sive work to form a Safety Plan for
the next five years, to build a
Reporting and Investigation section,
search and select suitable personnel;
pull some forces from Operations
and Technical department together
to harmonize the Safety Assessments
and from these three sections build
the base for a Safety Management
System. The Security part was
strengthened and it’s progress is
Beside that, Quality
section had a successful audit to

substantial.
receive ISO recertification.

Most probably you all have realised
that a new dimension of dynamism

drives the company. The transfer
Kloten - Diibendorf was accelerated,
the respective safety case looks good;
FABEC starts to influence strategic
development, and possible future
scenarios were communicated in a

rather unusual openness. But just like
a coin, this dynamic evolution has a
downside. The pressure on the whole
system is increasing. Top manage-
of this
situation and possible threats to the

ment is well aware

development are carefully watched.

One of the problems the S depart-
ment faced, was the short time avail-
able to build a solid base for a new,
advanced and open safety culture. A
safety culture that is based on mutu-
al trust. I am well aware that safety
culture cannot be mandated or
ordered, it has to evolve and it needs
time to grow. All members of my
department try to handle that fragile
small plant with care so that it can
constantly grow.

All the work I have done during my
two and a half years in skyguide
as head of Safety, and the new
department S, is just a start and
leaves enough room for improve-
ment for my successor Simon
Maurer, who will take over the lead
January 1st 2009. I would like to
thank all the collaborators of our
company for their support and
understanding. I especially appreciat-
ed the cooperation and positive criti-
cal attitude of my team. Safe opera-
tion is not the result of a single per-
son or department, it needs the effort
of all of us, of all employees of

skyguide.
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Safety Nets

MSAW or APM into

The first issue of NETALERT
(Eurocontrol newsletter about safety
nets) reported on a study into the
feasibility of extending the use of
Minimum Safe Altitude Warning
(MSAW)  in
NETALERT can now report on a par-

Swiss  airspace.
allel study comparing the perform-
ance of the skyguide MSAW system
tailored for use on the final approach
at Geneva, with that of a typical
Approach Path Monitor (APM) sys-
tem.

Skyguide operates MSAW in the
vicinity of Geneva and Zurich air-
ports. The system is configured as
a series of predefined volumes
of airspace, or polygons, within
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approximately 30 NM of the airport
(see over) and each with a fixed
ceiling height:-When an aircraft
penetrates a polygon, an alert is
immediately generated and dis-
played to the controller. To minimise
nuisance alerts, flights associated

GVA?

with pre-defined VFR and military
SSR codes or flights performing visu-

al approaches can be supressed...

The rest of the article and the whole
NETALERT newsletter is available
under:

http://www.eurocontrol.int/safety-
nets/public/standard_page/NetAlert.
html


http://www.eurocontrol.int/safety-nets/public/standard_page/NetAlert.html

safety

Four lessons from
a successful Safety Assessment

On the 24th of October 2008, our National Regulator formally approved
the KLO-DUB migration phase by officially endorsing the program over-
all Safety Case Document. What lies at the root of this success and how can
it be used for the benefit of future Safety Assessments? This article sum-
marises the main lessons learned from the two years during which the

|
l

KLODUB Safety Assessment program was conducted.

Start with

the organisation...

From the beginning, it was the
intention of the program mana-
gement to apply
skyguide’s Safety Assessment frame-

thoroughly

work in order to demonstrate that
the transfer of ATM-Services from
Kloten to Diibendorf can be
achieved in an acceptably Safe
manner. For the purpose of doing
50, a suitable program organisation
was necessary.

In addition, a formal Program Safety
Board (PSB) was established in order
to follow-up and validate the work
conducted at program level with
support of dedicated Systems Safety
Experts. During the conduct of the
program, the Safety Board went
through two different setups: plan-
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ning and deployment. During the
planning phase, the main task of the
Program Safety Board was to ensure
the delivery of a comprehensive and
coherent Safety Program Plan. On
that basis, the deployment phase was
then fully dedicated to the initiation
and follow-up of Safety Assessment
activities.

The fact that Safety concerns were
no more the property of experts cre-
ated a high level of trust outside of
the program organisation and in
particular at the level of Regulatory
Authorities (FOCA). This relation-
ship factor played a prominent role
in the success of the final acceptance
process.
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Safety management functions were positioned in such a manner that
the program Safety manager was officially member of the program core-
team but had only «Nagging Rights» (NR) in the decisional process.
By doing so, the «Safety voice» could be heard and considered each time
a decision was made by virtue of «Decision and Voting rights» (DR/VR).
Thus, interest conflicts were avoided and Safety remained independent
while being actively involved and informed.

Lesson #o01

One of the most relevant key success factor was Safety appropriation. From
the beginning, the program manager was deeply engaged in Safety activities
and demonstrated a high level of commitment. The whole management
team was then progressively integrated where appropriate and the skyguide
decisional instances prepared to endorse the results of the Safety Assessment.
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Agree about the
strategy...

The aim of a Safety Assessment is
not only to identify Risks but also to
manage them in accordance with a
well-defined and
Mitigation Strategy. Elaborating

agreed Risk

such a strategy strongly depends on
the change under consideration and
on the environment within which
this change will take place. There is
no standard way to proceed and no
possibility to escape intense discus-
sions on the subject. The experience
made in KLO-DUB calls for an early
initiation of such considerations —
both at the level of program man-
agement and at the level of
Regulatory bodies.

Discussions about a suitable Risk
Mitigation Strategy inevitably open
the debate on methodological limita-
tions. Despite the fact that skyguide
has developed a very good set of rules,
tools and processes for assessing
ATM-System changes (Safety Assess-
ment Framework), it is unavoidable
to encounter application difficulties
in complex programs like KLO-DUB.
May such a situation develop, the
important point is to find an early
agreement with internal and external
oversight instances in charge of veri-
fying regulatory compliance. Indeed,
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knowing where the limits of our
models are and dealing appropriately
with those limits is essential for a
successful Safety Assessment.

Another important point is the inte-
gration of Quality and Safety activi-
ties. Despite the fact that those two
domains are of very different nature,
it is nevertheless important to sup-
port the development of Safety argu-
ments with quality concerns. In the
case of KLO-DUB, a remarkable
Quality framework was established
for the purpose of validating and
testing the equipments affected by
the migration. This set of rules and
procedures — rigorously followed
and supervised by the program
Quality Manager — undeniably
strengthened the Safety Case and
contributed to its seriousness.

It is important to note that in the
particular case of KLO-DUB, the
National Supervisory Authority
(FOCA) not only accepted a Safety
Program Plan prior to commencing
the Safety Assessment but also a
whole set of Quality regulatory doc-
uments on the basis of which the
whole program was based.
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The idea behind the KLO-DUB Risk Mitigation Strategy is to reduce the
current average Risk level with appropriate protective measures (green
curve). This should ensure that our Safety margin is not borrowed by the Risk
fluctuations that may result from technical migration activities.
Furthermore, may these fluctuations suddenly become unacceptable (red
zone), the possibility to reverse to an independent Emergency System

(EMSYS) has been guaranteed.

Lesson #02

Serious and thorough discussions about the foreseen Risk Mitigation

Strategy should be initiated as soon as possible. Furthermore, such discus-
sions shall provide an opportunity to discuss methodological limitations
and to agree about the way Quality measures will support the final Safety

Argumentation.
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Care about
documentation...

A Safety Assessment like KLO-DUB
produces a huge amount of docu-
mentation. Without having the exact
count available, it is not exaggerated
to talk about several thousands of
pages. Thus, documentation organi-
sation and accessibility becomes rap-
idly a problem and should be dis-
cussed as soon as possible. With this
respect, two important points have
to be differentiated. First, the docu-
mentation should be organised in
such a manner that it remains easy to
access when needed. With this
respect, a so-called «Safety portal»
was developed and made accessible
from the KLO-DUB documentation
access point.

The other problem is that decision
makers (internal and external) in
charge of endorsing the result of sev-
eral years of work shall not be over-
flowed by complex and detailed
documents. With this respect, the
KLO-DUB solution was to agree at
the early stage of the Safety
Assessment that the sole paper that
will be officially endorsed will be an
«overall Safety Case Document».

skyguide .

Importantly, this document is not
only a summary of the numerous
Safety activities conducted within
the program but provides also what
we called «the glue between the
parts». Is has been written in such a
manner that a good balance was
found between completeness and
understandability — a real challenge!

The last tip with respect to docu-
mentation (and probably the most
important one) is: plan and start
early. Writing good Safety docu-
ments is time consuming. This
should be done in an iterative man-
ner and involve the whole pro-
gram/project organisation. Appro-
priation of results and understand-
ing of complex Safety problems
takes also time. Finally, a successful
endorsement process at the level of
internal and external managerial
instances requires not only meetings
but also bilateral briefings.

In sum: organise, plan and start
writing as soon as possible!
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Welcome to the Safety portal

SAFETY ASSESSMENT STRUCTURE ... _DUBENDORF

ESARR4 KLOTEN
Risk Assessment and Milgation in ATM

l "\._‘ X

RELOCATION OF ACCIAPP
SERVICES IN DUBENDORF

z
[}
=
<
3
=)
(0]
pr
o

SAFV2
‘Safety Assessment Framework
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APPLICATION
date: 131,08
KLO-DUB transfer

Safety Assessment
e s ki
Safety Requirements tracking table
The principle of the KLO-DUB Safety Portal is very simple. A powerpoint
show provides a graphical access to several topics. By «clicking» on the sym-

Migration Sequence
Safety Assessment

OPS-ATM cutover A
Safety Assessment -

APPLICATION

bols, subsequent pages are opened and provide hyperlinks to specific docu-
ments. This way to «navigate» through the Safety Assessment process was
proven very convenient and efficient. Furthermore, updating the portal
when new documents are released is very easy to do.

Lesson #03

The documentation produced by a Safety Assessment should be organised
as soon as possible so that its accessibility becomes easy and efficient.
Furthermore, for large programs, it is recommended to agree about a top-
level document as being the sole official paper subject to final endorsement.

|
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Pursue after Safety
Case endorsement...
Unfortunately, once a Safety Case
Document is endorsed, many people
think that the Safety work is done.
This is definitely not the case. As
mentioned earlier, a Risk Mitigation
Strategy is elaborated and agreed in
order to maintain Risks within
acceptable limits. The result is usual-
ly a set of Safety Requirements that
have to be translated into an action
plan. Some of these Requirements
will have to be fulfilled before imple-
mentation of the assessed change
and others later on. Furthermore,
some of them may remain valid for
the entire lifetime of the system
under consideration. Thus, it is of
utmost importance to define and
agree about Safety monitoring
activities at the early possible stage
of the Safety Assessment process.

The particularity of KLO-DUB with
respect to lifecycle duration is unfor-
tunately not replicable to the many
changes assessed within our compa-
ny. Obviously, a monitoring struc-
ture equivalent to the one described
above is not possible with a long

duration perspective and cannot be
repeated for the numerous changes
skyguide implements yearly. A rigor-
ous and thorough answer to this
problem is not available for the time
being but this difficulty is well-
known by our Safety department
and solutions are currently being
developed in a consistent manner
with European requirements and
guidelines.

At the time of writing this article, the
KLO-DUB migration phase is about
to be initiated. The board meetings
structure has been put in place and is
currently being tuned in order to
attain optimal performance. The
biggest challenge will be to maintain
a strong «Safety voice» alive and to
escape the influence of business and
success pressure. This could be done
for instance by integrating some
«resilience» within the organisation
— another interesting Safety subject
that will certainly be addressed in a
future Safety Bulletin!

STEPHANE BARRAZ
KLO-DUB program Safety Manager

Meets on a weekly
basis to monitor
the Migration

Program Migration Board (PMB)

Permanent members
Felix HITZ - Migration manager
Michele BRUNO - Technical manager
Stéphane BARRAZ - Safety Manager
Adrian WEBER - Qualty manager
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With respect to Safety monitoring activities, KLO-DUB is an easy case.
Indeed, as the lifetime of the system is limited to the duration of the mi-
gration phase (7 months), it was possible to establish a Safety Board and to

Permanent members:
‘ Stéphane BARRAZ - Safety Manager

Werner Vogt - Deputy Safety Manager
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basis to prepare the
Migration Board
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task it to monitor the implementation and the fulfilment of Safety
Requirements. Furthermore, this board was integrated within the program
structure put in place to conduct the migration phase and the physical move
of ATCO:s from one site to the other (OPS-ATM cutover night).

Lesson #04

Define and plan — whenever possible — Safety monitoring activities for the
phase subsequent to the implementation of the assessed change. In other
words: keep the Safety Assessment alive!

safety

Safety: science or philosophy?

Can we have a serious discussion
about Safety without caring about
philosophy? Or is Safety an exact sci-
ence that can be approached at best
bytraditional scientific methods?
This article presents two perspec-
tives that may lead to the develop-
ment of fundamentally different
Safety cultures.

skyguide .

The way most people talk about
Safety is by making usage of the lan-
guage of methods, tools and regulato-
ry compliance. Indeed, most of
you probably heard about Safety
Assessment Frameworks, Fault Tree
Analyses, ESARRs or even Safety
Indicators. So why do we need to care
about philosophy if Safety can be

apparently so easily addressed by
exact sciences? Simply because the
tendency we have to believe that
Safety
approached by traditional scientific

can be measured and
methods rests indirectly on a strong

philosophical ~ position  named
«realismy. Such a worldview — which

governs scientific research since many

decades — is based on the belief that
we are surrounded by facts, lying
anywhere out there, and ready to be
approached, measured and under-
stood by adequate methods. And that
when our observations differ from
our expectations, improving metho-

|



safety

B> Safety: science or philosophy?

The adaptation of human performance *

Demands vary and
resources may be
inadequate
Output (actions)
System input may will vary
be irregular and considerably
unpredictable
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«In practice, it is often found that (1) the inputs to the work process are
irregular and unpredictable; (2) the demands and resources are inadequate;
and (3) the working conditions fall outside normal limits. People are there-
fore constantly asked to do something without being given means and time
to do it. This results in trade-offs that generate outputs which from time to

time fail to comply with expectations or norms.»

dology is the only way to re-establish
confidence in what we see.

Let's take a simple example well
known in our business: the occur-
rence of airproxes. At first sight, it
seems undeniable that aircrafts com-
ing too close together are «facts» that
can be observed, counted and catego-
rized in order to feed statistics repre-
sentative of our current Safety level.
Furthermore, it seems evident that
reducing the number of such occur-
rences can be primarily done by iden-
tifying their causes — usually human
errors — and by implementing repri-
manding and training measures.
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So far, everything seems to be fine:
humans a fallible, they commit errors
which are at the root of our Safety
problems. Methods to observe, count
and categorize these errors can be
developed and countermeasures can
be implemented to reduce them —
mainly through selection, procedures,
automation, training or discipline.

Back to philosophy...

Another view of our world is the one
defended by «relativists» who assert
that we are not surrounded by
facts, waiting to be measured and

understood with adequate scientific
methods. In contrary, what we see (or
what we believe we see) is socially
constructed.

With this perspective, airproxes only
exist because a community of people
defined and agreed about the rules of
separation that shall be maintained
to ensure acceptable Safety. Outside
of this commitment, airproxes have
no factual existence. Furthermore,
what causes such incidents is not an
objective fact but rather a social judg-
ment: it is only when the unwanted
consequence occurs that we begin to
look for «human errors» and use
them as suitable causes. In other
words, it is only when the effect has
been recognized that the cause
becomes important — before that, it
has no factual existence.

This bias has been concretely report-
ed in a study whose purpose was
to test an error-count method in
the domain of Air Traffic Control'.
Interestingly, actions that at first sight
appeared as deviant could be easily
normalized by adopting a different
perspective of human work. Put
differently,
observed and categorized as an error

what was initially
suddenly became a deliberate strategy
deployed to remain in control of
a complex and dynamic situation.
This study not only confirmed the
negotiable nature of observations but
also emphasized that human actions
cannot be described in binary terms
(i.e. as being either correct or incor-
rect): people always try to do what
they think is right at the time they
elect to do it — a principle human

factors specialists name «local ratio-
nality».

Unfortunately, even the best-inten-
ded actions sometimes result in out-
comes that differ from expectations.
When we observe this happening, we
usually name it «<human error» and
blame the involved people. But does
this reaction to failure explain any-
thing? Does it allow to understand
what really happened? Does it pro-
vide the means to implement correc-
tive measures that will impeach
future re-occurrence? Certainly not.
To make real progress on Safety, we
should rather attempt to understand
why and how people constantly try
to achieve an acceptable balance
between thoroughness (i.e. carrying
out actions as well as possible) and
efficiency (i.e. doing it without
spending too much effort). And this
seems only possible by renouncing to
consider errors as observable facts —
thus by adopting a «relativist» philo-
sophical position.

So who is right and who is wrong?

Certainly nobody. But adopting one
or the other perspective may lead us
to address the difficult subject of
human error in diametrically
opposed ways. Depending on our
choices, we may either pursue a
«blaming» culture or we may start
developing a Safety culture based on
the willingness to better understand
the role humans play in the occur-
rence of accidents. Choice is ours...

STEPHANE BARRAZ
Safety Program Manager

1-Hollnagel, E., Amalberti, R. (2001). The emperor’s new clothes or whatever happened to «human error». 4th International Workshop on

Human Error, Safety and System Development — Link6ping, Sweden.

2-Hollnagel, E. (2004). Safety Barriers and accident prevention: how to improve Safety by understanding the nature of accidents rather

than finding their causes. Ashgate publishing, London.
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